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Overview
The State of Vermont used various means for processing user account requests. This process was a collection of
several manual and electronic forms for newly hired employees, changes to existing employee information, or
removing terminated employees. These collections of systems are replaced by the LANDesk request system that will
automate the account request process.

Authorized requestors will be logging into LANDesk and making the requests for computer accounts. These
individuals are those who are in charge of requesting personnel actions for new, current, or terminated employees.
They will have the ability to request to add, edit, and remove the access of employees to various state systems and
software. Authorized requestors are tasked to make sure that a request is appropriately approved
before they put in a UAR ticket. (A department’s internal business process/policy around access to data may
dictate who should have permissions/access.)

Authorized approvers will be logging into LANDesk as well to review requests for approval or denial.

Log into LANDesk

e Go to https://itsupport.vermont.gov if your domain is VSMS, TAX or AHS. Your windows login credentials will
pass through to LANDesk, and should log you in automatically.

e Go to https://itsupport.vermont.gov/logon if your domain is different from above (example LABOR, DPS). You
will need to use this explicit login. You use your email address as your user name with no password to open
LANDesk.

s NOTE: Since this is a secure website, to access LANDesk Self Service from a remote location, connect via
VPN or Citrix first.

The Self-service navigation bar

e CS
~§ Subma Unar Accourt Requmst
— « Qutiosk Waeb b Y q Type Curvent Status  Creation Date Service Desh -
Incident (1)
Requaest (9)
LANDesk Go-Live
o c Decomber 1, 20141
+ ANS Homepage
+ DIl Homepage Q
o Hun Resour
Homuebau
The Service Desk is open
from 7:45am to 4:30pm
Monday through Friday unt: 1
If you are having
ficker. piease cal & agor socsturs |
ticket, please call B28

6620.

Navigation on the left of Self Service provides access to the different areas of Self Service that the

copeme s FEQuestor has the right to use. When clicking on a link at the left, the navigation bar becomes
heose name i1~ NArrow, displaying only the group icons, to provide more space for the next window that opens
that will need data input.

Have andd close

ﬂ;{!ﬂ

Helpful Links area above will quickly bring you to websites that can provide information

My Current Activity shows your submitted tickets. They are grouped by Incidents and Requests.
Incident = report when something doesn’t work or is broken
Request = report your user account requests, IT technology needs or requests of service
Clicking on the B» beside the activity expands the area and shows the tickets you have submitted and
their status.

Noticeboard and Major Incidents are on the right of Self Service. The Noticeboard will include upcoming maintenance
and planned events. The Major Incidents are when services could be having issues and impact many users (such as
connectivity problems, Vault issues etc..).
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Dashboard Status

Acknowledged — This is a pass thru status which most requestors will not even see when submitting a completed
ticket. If the requestor chooses to Save & Close at the employee information screen instead of "Save” the
request becomes acknowledged until they re-open the ticket to finish and submit.

Awaiting User Completion - the request form has been started but is not yet complete until an account request
has been entered and submitted. (Nothing gets forwarded until “submit” is clicked by the requestor)

Open — The “child” request has been created, and is waiting for an analyst to be assigned.

Awaiting Authorization - the request requires prior approval and is waiting for an approving authority to approve.

In Progress — the request has been submitted and waiting for accounts to be created.

Out with Customer — the analyst has asked for more information; the request is waiting for a response or action
from the requestor.

Awaiting Child Request — the “parent” will have this status until all the “child” requests have been completed and

closed.

When to choose "Save and close”, "Save”, or "Cancel” - NONE of these options will submit the

request.
When finished with any form, the requestor will have the following options.

| Saesadise || Sme || Cewd |

A
[Cancel — Cancels the form and no information will ]

be saved.

Save — Saves information on the form but will not
exit the current form. New actions may appear.

Save and Close — Click Save and Close to save the
information on the form and return to the main request.

Back to Top

Submlt User Account Re uest (New lee/Termlnatlon/Changes to EX|st|ng)

R = et ;_Lmn-._.mm““w s

l-k\ncv. Favoites Took Help

¥ o
VERMONT =

LANDesk Go-Live -
December 1, 201411

[ Click “Submit User Account Request” to open a new request form.\

from 7:49
Moncay v requestor) will have to enter a request in the system for access:

If you are|

e Sevl NOTE: If this button is not available, a supervisor (or authorized v =

problems
ticket, ple They will Choose a Type: Changes to Existing s 8
. Actions: LANDesk Account ([ in Progress
LANDesk ServiceDesk Account: Account Requestor Incidents 108 :'q
\_ Y, o
20R
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save-and clove Cances Gelds that are blue are mandatory; howeveh
ENMPLOYER INFORMATION - Fields in Bius and marked with o * below are Mandstory and swust be Al in please enter as much information as

i3

- ..., possible. This information must be filled out
e 0 ON all @account requests, regardless of the
First Peamme reracet/| - type of account. Mandatory fields may

* Midcle Nane w1l change depending on account request type

, @osen. /
e @t boxes — click = on a list box to display\

its contents. If the list contains more than
50 entries, a page control appears at the
bottom of the list to enabling movement
rescniption between the different pages of values.

a@ama0

Click * nextto an entry to expand further

&ptions to choose from. (See Below) /

Choosing a Type

Changes to Existing - (For a User/Employee/Vendor/Contractor/Partner who is in same position)

e Current user requires change in access/permission to an existing folder or account (i.e. for example: need to be
added to an existing Active Directory folder or removed from a security group and/or email distribution list*)
*Distribution Lists tend to have owners associated so you may not need to do a UAR but instead contact the
owner of the list with your needs. See http://dii.vermont.gov/support/how to Managing Distribution Lists.

e Current user requires change to add/remove a program account due to changes in duties. (i.e. add OnBase,
AFG, Peaks application if user did not have it previously OR remove ACD phone, OnBase, OMS).

e Name Change to a current user. Identify user’s current existing name, then in description box, detail what the
new name should be changed to. This will require account actions be picked to identify what account’s the user
has that will need the name change.

New Hire

e A new user who currently does not have an account with the State of Vermont (new employee to State
Government)

e A new vendor/partner/contractor account who currently does not have a State of Vermont account

e A Current user moving within State Government (i.e. being hired into a different position by terminating from
previous position or changing from a Temp/Vendor to a permanent state employee)

— A LANDesk UAR Request is done by Hiring Agency/Department who submits a UAR request to add new

security groups and/or accounts specific to the new position

Termination

e A user who has terminated from their State of Vermont employment

¢ A vendor/partner/contractor account who no longer needs their State of Vermont account

e A Current user moving within State Government (i.e. terminating from a position and being hired into a different
position or changing from a Temp/Vendor to a permanent state employee)

— A LANDesk UAR Request / Termination is done by the Departing Agency/Department to remove all current

security groups and other account accesses that are no longer needed. This is also where it would be noted in
the description details that authorization is given for the user to have access to existing mailbox and files.
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http://dii.vermont.gov/support/how_to

Use "REQUEST SUPPORT"” Module in LANDesk for the following cases:

* You need an Active Directory group or folder created/removed and list existing users that should have
permissions given/removed.

*  You need to have an Email distribution list created/removed and list the user to add/remove to that list.

« Simple Global Address List changes in Outlook such as, phone number change, location address changes.

Choosing a Domain

In the Domain field, you must expand the selection (the drop down arrow ™) to indicate which domain this request
will pertain to. This will also determine what accounts are available to request for the user.

| saveandclose || save || cancel |
EMPLOYEE INFORMATION -- Fields In Blue and marked with a * below are Mandatory and must be
A
* Choose a Type: -
* Domain: | @
[Clear selection] <

* First Name: A - Agency of Human Services

* Middle Name: AOT - Agency of Transportation
¥ Eace e, CRT - Vermont State Judiciary
" DEG - Defender General
Employee ID: DLC - Department of Liquor Control s
DOE - Department of Education
DPS - Department of Public Safety
* Dept/Office: £911BRD - E911 Board
* Phone Number (xxx)xxx-xxxx: LABOR - Department of Labor I
MIL - Military Department |

Billing Code:

* : > .
ShysicavAcldress: SOS - Secretary of State

SOVIRE - Treasurers

VIS - Varmant Mictarical Sociaty
e e

*Town/City:

Choosing a Dept/Office

In the Dept/Office field, you must expand the selection (the drop down arrow ) to indicate which
department/office the employee works.

e
e

[Clear selection] ~
NFORMATION --Fi¢  AccD - Administration R ]'9
.
ACCD - Commerce and Community Development, Agency
* Choose a Type: AEED < DED
ACCD - DEHCD
* Domain: | ACCD - HP You can use the scroll bar to bring you down to the
. ACCD - Tourism & Marketing area in the list or use the keyboard down arrow
“hirstName: |  seen VT Ling .
and then type the first letter of the employees

* Middle Name: ADM - Administration, Secretary of
AGO - Administration
AGO - CAP
Employee ID: AGO - Civil
Billing Code: AGO - Civil Rights

A~ —

department to drop to that area in the list.

* Last Name:

* Dept/Office: v

nber (XxX)XXX-XXXX: Back to Top
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“Save” Employee Information

u_hen finished entering all the information, click “Save” \

u S and cicrne button; then new actions will appear on the left side of
- mmm-mnummmvw—w screen.

= * Choose & Type New Hire NOTE: This just creates the “Parent” request and does
* Damary. VITAXNET - Departrent of Tases NOT subm|t the form_
* First Name Billi k /
* Middie Name: Joan . poTe ey
* Last Name: King
AHE - Huran Socrmozs, Agoncy ot
Employee I
Blling Code

* Dept/Dffice TAX - Taxes, Department of
* Phone Numibier (ononc000 kg York

* Physw s Address 133 State St

"ToweyCity: Montpeder

Requost Detailz ~ It is recommended that the user name be
* Summary: New Hire/Tramsfer - 11/17/2014 - coming from ACCD entered into the summary field as this is the
Description: B i trarster 1o Tax dept and wil need access to.our accounts information that shows up on the dashboard

under “My Current Activity”.

Creating an Account Request (Child)

Now you must choose the account actions pertinent to the employee request in order to create “child” tickets for an
analyst to work with.

m

From the “Actions” sidebar, choose the name of the account
| being requested. Each account will become a child request.

Cancet Neguest
fm“s:‘m | Make sure all accounts the new user will require have been
ACCESS

ACD P <= entered because once submit has been hit, no additional

Astve Oveniory * ASITie tlarve

A1G .| @ccounts can be added; a separate request is required.

Lol

Eoghapee 1}
Shay Cotm
LAN Deske Acooumt
Mackes o Araiysicr Cepersveee D - hivE Sake Sga v of
Mediaad Parracy Jeent
wALE
Codae
L (R TLY]
Peass
[y TR
Chs * Hurvrary Hee Hey - Ceorge Lowe Covenne - DATATO4
Dumcngpiion

Note: The Status will read “Awaiting User
Completion” until “Submit” has been clicked.
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Account Request Examples

Active Directory Account Request

**FOR VSMS & AHS DOMAINS, this must be chosen when you have a New Hire and/or Termination**
Many of the AHS account actions are dependent on first creating the Active Directory account in

order for those accounts to then be created.
It can also be chosen if an existing employee needs changes to shared folders and/or security groups.

The active directory is the “login” the user needs to logon to their computer. This must also be chosen any time you
have a termination and make a note to remove all access in the folder or group fields.

Click “Save and close”
when finished to return | .
to the main (parent)

request form.

socar Cre: Acd

If you do not know the group names that are needed for the user, please write “unsure” in the folder or group field
noted above and an analyst can call to assist.

Email Account Request
Indicate the names that are needed for the user in the folders and distribution lists fields.

NOTE: In the “Personal Mobile Device Waiver Section”, if the new account will be using their personal mobile device,
the “State of Vermont Personal Mobile Device Access Form” will need to be filled out and attached. The form can be
obtained at http://dii.vermont.gov/sites/dii/files/Word Files/Policies Reports/Mobile-Device-Access-Form.doc. When
the form is complete, save it to a shared drive or the local computer, and upload it.

. S . da
senchmécats Click “Save and close” when finished
Uadbaom  Padi Fosemre Camrvius .
Fokder AHs - Eoss == to return to the main (parent)
SeTE | request form.

“odRemove Aol
Ls Ferrore bz

Serris Fod Rerrove

11 the Ue ol ddimice, you will need e W 1t BEFORE wecwss by granted, Dowrdosd e o wal el |

Click “"Browse” to locate the
“Mobile Device Access Form” and
double click on it to upload it.

Accounts needing prior approval
AHS only: There are a few AHS accounts that require approval before the

account requests are sent to an analyst to create the account. They will be forwarded to the appropriate account
approvers as part of the systems workflow behind the scenes.
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http://dii.vermont.gov/sites/dii/files/Word_Files/Policies_Reports/Mobile-Device-Access-Form.doc

) ACCI_ES_S , These items need to first be approved
- Medicaid Pharmacy Claims

- Medicaid Analytics by an account manager before the
. MMIS request can proceed to an analyst.

» OnBase
» VHC

See Account Approvers Guide for more information about the approval process.

Cancel Request

If you determine that you no longer want to submit your request, you can click on Cancel Request at this time. This
will basically “close” the account request before it is submitted — it will never go to an analyst.

You can cancel the request
before submission. Click on

[| S “Cancel Request”.
EMPLOYEE INFORM/
Canc uest

Submit

* Chan

Editing Account request forms prior to submitting

Editing can be done to an account form that has been saved prior to submitting the request. After submission, form
changes are not available.

All requested accounts will show up here. Click on “Click
Here to Open” to view and edit the account request.

requested, click “Submit”.

[When all accounts have been]

o ——

AD Accoant neme ' A

St b Form

Submit
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http://dii.vermont.gov/sites/dii/files/PDF/Support/Approvers-Analyst-Guide.pdf

When all accounts have been requested, you
must click “Submit”. This notifies the analyst
that there are requests ready to be processed.

After submitting the request form, all request
actions disappear. Click on "Save & Close” to
return to the dashboard.

j‘,@_ﬁw_ — L M_mﬂ_-

Back to Top
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I Now o G sz et gmneg e Azasois
P

Laun Costang Rrnnps wampleen
04714/ 2004

The Dashboard before submitting the
request.

The Dashboard after submitting the

request.
- Y Sown e Seztus
Moo Tioe Tate
This is the main (parent) request. ]—) Noknees Giiege;  \WRIGHAL Ausng aele . W/
o2 Createn
This is the child request waiting to be rerpaniiss i e e
. .. 0MIAJUM
assigned to a technician.

Directly after submission, the Parent request is now in “Awaiting Active Directory Account
Creation” and the child request will have other statuses such as “Open” or “Awaiting
Account Creation” or “Open for Manager Authorization”.

Actions after submission
Once the request has been assigned to an analyst, the requestor will receive an email referencing the request
number. If you need to respond to an email, NEVER change the subject line of a notification from LANDesk
because that is how LANDesk identifies with the request. Any changes made to the subject line may
result in a lost email response.

Interaction with Ticket

Email
The requestor can reply to email at any time and it will be added to the “notes” section of the ticket. If you need to
respond to an email, NEVER change the subject line of a notification from LANDesk because that is how
LANDesk identifies with the ticket. Any changes made to the subject line may result in a lost email
response.

et otas All e-mail correspondence is stored in the

“Notes” tab of the request form.

From the “Dashboard”, click on the ticket
and then the “Notes” tab at the bottom of
} the request form.

¥ Text By
Please atrach request forn with appeovals Provost, Jonathan 10,28/2014 134
yes Test-Raquestor 10/28/2014 135187

[To open the note, just click on which note you want to
see.
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More Information Needed
Once the ticket has been submitted, an email asking for more information may be sent by the analyst. The email will
contain the ticket number and what information is needed. This changes the ticket status in the dashboard to “"With
Customer” waiting for a response. This means we are waiting for a response from the requestor (or the
user having the issue) before we can complete the ticket. When a response has been made, the ticket status
changes back to “In Progress”.

To reply, when more information is need, see “Email” section above and “"Add Note” section below

Add Note
To interact within the ticket, only after it has been assigned to an analyst, — perhaps ask a question or answer an
analyst’s question -- the “Add Note” action appears and can be used. The note is added to the existing ticket and will
email the support analyst handling the ticket. Go to the dashboard and click on the ticket to open it. “Add Note” is
an action on the left side of the ticket.

-
' ‘ - m— - | — —— | ——. |
Open the exiting Ticket from the Dashboard. Under
“Actions”, click "Add Note”
Arra - WO W s e
/(This form will open for details of the note. When finished
/ \with the “note”, click “Save and close”.

Request Closure

As each account is created, the requestor will receive an email stating that the account has been created and that
portion of the request (child request) has been closed. The email will contain the User Account Request (UAR)
number and details of the account creation.

When all accounts have been created, the requestor will receive a final email stating all tasks have been completed
and the request has been closed. The email will contain the main (parent) request number. Once a ticket has been
closed, do not reply to the email as the ticket does not re-open and the analyst will not be informed of the issue.
Contact the DII Service Desk to determine what steps are needed.

Once the request is closed, the “parent” and “child” requests will disappear from
“My Current Activity” on the “Dashboard”.

Closures Tab in user account requests: Closed requests have a Closures tab at the bottom of the page in which you
can view details typed when ticket was closed.

Parents AD Account Emall Account Assignments

Reference Description Analyst  Analyst Date

Number Group Closed

- The new user and email account has been created. Please contact the Help Desk at  danrose ADExchange 7/16/201
802-828-6620 to activate the account and have them set the users’ initial password. 09:46:39
Thank you
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Request Closure Queries
You may view all closed requests on a separate Queries Dashboard.

Py
VERMONT Search Q

#a. Support Home
-

* Submit User Account Request

Helpful Links My Current Activity

My Closed Activity ‘ ference Number ‘ P

“'; Queries

+ Wireless & Cellular == Linf

* Mobile Device Perf You can view closed requests by Clicking

+ Vermont.gov on Queries on the left, and then "My
Closed Activity”

List of Closed Requests:

Raise User
and Status Is Completion equais True

is current user

and StatusIs End equals True
Reference Number Summary Current Status  Creation Date  Request Type
~ Request (3)
18 test Closed 4/25/2014 07:35:28UAR Parent Request
19 test Closed 4/25/2014 07:37:160ther

26

Termination - Salvador AcostaClosed 4/25/2014 08:00;56ADExchange

Information — Questions/Report Issues

Questions
Contact DII Service Desk:
« Call 802-828-6620, option 1, or toll free 1-855-828-6620, option 1
+ Training Documents: http://dii.vermont.gov/support/service desk/landesk/training

Report Issues

1. Submit a "Request Support” LANDesk ticket that details the issue you are having if you are able. If you cannot

submit a support ticket then send an email.

2. For LANDesk Change Information and Process, go to http://dii.vermont.gov/support/service desk/landesk

Back to Top
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